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1	Decision/action requested
It is proposed to agree on the UE NR capability negotiations discussed below.
2	References
[bookmark: S3-172373] [1] 	S3‑172373  Using AS layer signalling to negotiate the algorithm used between the UE and SgNB 
[bookmark: S3-172204] [2]	S3‑172204 Reply LS on algorithm selection in E-UTRA-NR Dual Connectivity (C1-173748)
[3] 		(RAN2 LS)

3	Rationale
1) Issue 1: NR algorithm definitions
1. 1)  Option1 : Since the  mandate to SA3 was to have at least LTE security capability, no new security definitions are required for EDCE5. “EPC enhancements to support 5G New Radio via Dual Connectivity” work item was approved in SP-170583 at TSG SA#76 (June 2017) with target completion September 2017.
0. Related stage 3 work to be completed December 2017 in time for ASN.1 Freeze March 2018 in rel-15.
1. It encompasses the following EPS enhancements to support NR NSA operation (option3) :
1. mechanism for HPLMN and VPLMN control of access to 5G NR (in particular when 5G NR is used as a Secondary RAT)
1. UE “5G Radio Access Capability” handling in MME and enabling selection of GW optimized for NR capable devices.
1. mechanism to inform RAN on a per bearer level whether the traffic requires low latency e.g. by making use of the low latency features being defined by TSG RAN ( i.e. definition of Low latency QCIs) 
1. extend the maximum range of QoS values to cater for the higher supported bit rates by 5G
1. mechanism to provide "secondary RAT type" information from RAN to CN (e.g. for SGW and PDN GW CDRs; for PCC and possibly IMS)
1. Support to 5G Indicator in the UE MMI while UE is in Idle mode
The Security objective is:
0. any work needed to ensure that user plane traffic (and control plane signaling) has at least the same level of protection as in E-UTRAN “

So this Option1 is not to introduce NR specific security definitions instead reuse LTE definitions. The gNB PDCP can handle both LTE and NR algorithms. Clearly this option meets the objectives in the WID for EDCE5. This doesn’t need any algorithm definitions in UE Network capability (NAS) nor in the UE Radio capability (AS layer). The gNB gets UE security algorithm as LTE algorithm which it can handle.
Proposal 1: For EDCE5 feature stay with LTE algorithm definitions this meets objectives of the WID, not necessary to introduce new algorithm definitions.
2) Option2. Even if new difinitions for NR algorithms are introduced for gNB forward compatibility, this should not affect  a legacy MME because they are part of the spare bits and the MME is supposed to handle them as  spare bits, i.e MME doesn’t interpret the bits, no integrity protection for the bits while sending i.
Ref from TS 24.007 :
[bookmark: _Toc477190537]“11.1.4	Spare parts
In some cases the specification is that which message instances can be accepted by a receiver comprise more that the legal message instances that can be sent. One example of this is the notion of spare bit. A spare bit has to send as the value indicated in the specification (typically 0), but can be accepted as a 0 or a 1 by the receiver without error diagnosis. A spare field is a field composed entirely of spare bits. “
For the bidding down attack, the MME and the UE are supposed to calculate the HASH MME and HASH UE over the entire message, not the parameters MME interpret or understand. So even if octet9 and octet10 from the spare octets are used for defining the NR algorithms, this will not affect the hashing logic and it shouldnot cause a problem. MME can send the entire UE capability along with octet9 and octet 10 to the eNB, and to another MME during handover.
Proposal 2: Adding octet9 and octet10 as NR algorithm will not impact a legacy MME, since it is supposed to treat the message in its entirety, but will not interpret the new octets. New added octets will not get dropped during a handover to another legacy MME.
2) Issue 2. NAS vs AS negotiation for NR algorithm.
An AS based NR UE capability and NRalgorithms have been proposed  in S3‑172373 to take care of the loss of UE’s NR capability information in repeated handover scenarios involving legacy MME and modified MME. 
[bookmark: _Toc492975739]“E.3.4.3	Negotiation of security algorithms
When establishing one or more DRBs and/or a SRB for a UE at the SgNB, as shown on Figure E.3.3-1, the MeNB shall forward the UE NR security capabilities associated with the UE in the SgNB Addition/Modification procedure. The UE provides the network its NR security capabilities in the UE radio capabilities. If the MeNB does not have the UE NR security capabilities, the MeNB shall request them from the UE.
Upon receipt of this message, the SgNB shall identify the needed algorithm(s) with highest priority in the locally configured priority list of algorithms that is also present in the received UE NR security capabilities and include an indicator for the locally identified algorithm(s) in SgNB Addition/Modification Request Acknowledge. 
The MeNB shall forward the indication to the UE and shall also send the UE NR security capabilities obtained from the UE radio capabilities to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs and/or SRB in the UE. The UE shall check that the UE NR security capabilities sent from the MeNB match its own UE NR security capabilities. If so tThe UE shall use the indicated encryption algorithms for the SCG DRBs and/or SRB and the indicated integrity algorithm for the SRB.“
Issues with the proposed changes,
1. UE radio capability exchange between UE and eNB is an unprotected exchange, hence bidding down attacks are easily possible, if this exchange is used for NR algorithm negotiation.
 In LTE, the Capability Enquiry can be performed prior to security activation. (refer to below extraction from 36.331). 
[bookmark: _Toc463008611]“A.6	Protection of RRC messages (informative)
The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated “-“ in “P” column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation
A - I…Messages that can be sent without integrity protection after security activation
A - C…Messages that can be sent unciphered after security activation
NA… Message can never be sent after security activation
	Message
	P
	A-I
	A-C
	Comment


.
.
	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	


“

2. The AS changes proposed doesnot avoid the NAS changes to the ‘UE Network capability’ IE,  it only addresses  loss of NR capability and algorithms in the repeated handover scenario,  where handover happens from a NR supported eNB/MME to a non -supported eNB/MME and then back to a supported eNB/MME.
3. In the handover from a NR supported eNB/MME to a non supported eNB/MME the NR capability information is lost any case and the NR services are terminated, so the NR capable UE is without the NR service anyways.
4. In the case of repeated handover scenario, UE invokes NR services by DRB addition and in a new target eNB/MME. If the MME doesn’t have the NR capability info  indicated in the UE context, MME triggers re-authentication of the UE to find out the NR capability.
5. UE may indicate the NR capability in the Path switch Ack message also to the MME after the handover, but MME doesn’t know whether this true or not. To verify the UE indication it needs to authenticate the UE.
Proposal 3: If proposal 1 or proposal 2 are adopted, SA3 meets the security objectives without affecting the gNB forward compatibility. AS negotiation is not needed.

3) Issue 3: Bidding down attacks because of additional octets in UE network capability.
33.401 Sec 7.2.4.4 “The NAS Security Mode Command message from MME to UE shall contain the replayed UE security capabilities, the selected NAS algorithms, the eKSI for identifying KASME, and both NONCEUE and NONCEMME in the case of creating a mapped context in idle mobility (see clause 9.1.2) “. The MME and UE calculates the hash over the entire message, even legacy MME calculates this way, hence this is not an issue if new octets for algorithm definitions are introdueced in NAS message. The entire UE capability IE is transferred to the eNB in the I nitial Context set up also. So MME will not select the additional security algorithms for the NAS, but eNB will be able to get the algorithms and use for EDCE5 if it wants to. 

4) Issue 4:  Algorithm definition
 (
LTE (
eNB
) interprets these values as LTE algorithms.
gNB
(
NR) interprets this as NR algorithm.
For
 NR
 evolution define new values
)




gNB
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE network capability IEI
	octet 1

	Length of UE network capability contents
	octet 2

	EEA0
5GEA0
	128-EEA1
5GEEA1
	128-EEA2
5GEEA2
	128-EEA3
5GEEA3
	
EEA4
	
EEA5
	
EEA6
	
EEA7
	
octet 3

	EIA0
5GIA0
	128-EIA1
5GIA1
	128-EIA2
5GIA2
	128-EIA3
5GIA3
	
EIA4
	
EIA5
	
EIA6
	
EIA7
	
octet 4

	
UEA0
	
UEA1
	
UEA2
	
UEA3
	
UEA4
	
UEA5
	
UEA6
	
UEA7
	
octet 5*

	
UCS2
	
UIA1
	
UIA2
	
UIA3
	
UIA4
	
UIA5
	
UIA6
	
UIA7
	
octet 6*

	ProSe-dd
	
ProSe
	H.245-ASH
	ACC-CSFB
	
LPP
	
LCS
	1xSR
VCC
	
NF
	
octet 7*

	
ePCO
	HC-CP CIoT
	ERw/oPDN
	S1-U data
	UP CIoT
	CP CIoT
	Prose-relay
	ProSe-dc
	
octet 8*

	0 Spare
	0 Spare
	0 Spare
	
DCNR
	CP backoff
	RestrictEC
	V2X PC5
	multipleDRB
	
octet 9*

	0
	0
	0
	0
	0
	0
	0
	0
	
octet 10* -15*

	Spare
	



4	Detailed proposal
It is proposed to adopt proposal 1 or proposal 2 as way forward for EDCE5.
Proposal 1: For EDCE5 feature stay with LTE algorithm definitions this meets objectives of the WID, not necessary to introduce new algorithm definitions.
As a second option, proposal 2 below can also be considered.
Proposal 2: Adding octet9 and octet10 as NR algorithm in UE network capability will not impact a legacy MME, since it is supposed to treat the message in its entirety, but will not interpret the new octets. New added octets will not get dropped during a handover to another legacy MME.

